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Abstract. Blockchain wallets currently follow a single-entity ownership
model: possession of a private key grants unilateral control. This assump-
tion is brittle for emerging settings such as organizational custody, shared
governance, and Al agent wallets, where multiple actors must coordinate
without exposing secrets or leaking internal activity.

We present PASS, a Provenanced Access Subaccount System
that replaces role or identity-based control with provenance-based con-
trol: assets can only be used by subaccounts that can trace custody back
to a valid deposit. A simple Inbox—Outbox mechanism ensures all exter-
nal actions have verifiable lineage, while internal transfers remain private
and indistinguishable from ordinary EOAs.

We formalize PASS in Lean 4 and prove core invariants, including
privacy of internal transfers, asset accessibility, and provenance integrity.
We implement a prototype with enclave backends on AWS Nitro Enclaves
and dstack Intel TDX, integrate with WalletConnect, and benchmark
throughput across wallet operations. These results show that provenance-
based wallets are both implementable and efficient. PASS bridges today’s
gap between strict self-custody and flexible shared access, advancing the
design space for practical, privacy-preserving custody.

1 Introduction

Cryptocurrency wallets conventionally assume one key, one owner. In this single-
entity ownership (SEAO) model, whoever holds the private key gains permanent
and total control of the address, and casts publicly readable, gas-consuming
blockchain transactions. However, this model struggles to adapt to emerging
blockchain scenarios:

1. AT and Smart Agent Transactions. Al agents increasingly manage crypto
assets [26,38] and require bounded authority and access guardrails for users’
asset security.

2. Enterprise Payroll Privacy. Organizations need to distribute salaries and
departmental budgets to employee accounts without revealing sensitive details
on-chain [27,15,4].
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3. Consumer-grade Central Limit Order Books. On-chain order books face
high gas costs and latency that prevent real-time trading at scale [31,23], and
many consumers prefer not to manage their own keys [9,40].

All three use cases demand support for internal transfers that are fast, low-
cost (ideally free), and private, with most value movement occurring internally
and onchain transactions serving only for settlement. Purely on-chain or cus-
todial solutions cannot meet these requirements: on-chain transfers are slow,
expensive, and public, while custodial models introduce trust assumptions and
compromise privacy through full custodian visibility. The core challenge involves
private shared state—asset balances, transfer histories, and user subaccounts
that must remain confidential while being collectively maintained. This requires
TEEs for confidential computation with auditability, as well as designing appro-
priate access control models for this new computational paradigm.

In response to these needs, organizations and wallet providers have attempted
to retrofit traditional access control paradigms—such as Role-Based Access Con-
trol (RBAC) and Attribute-Based Access Control (ABAC)—to govern internal
transfers and shared wallet usage [42,14]. This typically involves layering cus-
tom policy engines or custodial wrappers atop the standard single-owner wallet,
specifying who may initiate or approve transfers under various conditions [16,36].
However, traditional access-control frameworks such as RBAC and ABAC as-
sume an endogenous setting: users create and manage their own files, objects,
or services, and policies are attached to these identities or roles. Blockchains are
fundamentally ezogenous: assets are created outside the wallet by smart con-
tracts and transferred permissionlessly in. In this setting, identity or role-based
rules are awkward to express and brittle to enforce. What matters instead is
provenance: who deposited an asset, and how it flowed within the wallet.

In this paper, we propose PASS, a Provenanced Access Subaccount System
that enforces control directly by provenance. The core mechanism is simple: an
Inbox records external deposits, an Outbox signs and broadcasts withdrawals.
By leveraging Trust Execution Environment (TEE), all internal movements re-
main private and fee-less. Every unit of value inside the wallet has a verifiable
lineage to an on-chain deposit, while externally a PASS wallet is indistinguish-
able from a standard EOA. Our contributions include:

e A provenance-based access model aligned with blockchain’s exogenous asset
creation, enforced through an Inbox-Outbox design.

e A formal model in Lean 4 proving privacy, accessibility, and provenance in-

tegrity.

A prototype with multi-vendor enclave backends (AWS Nitro, Intel TDX via

dstack [41]), a web app frontend integrated with WalletConnect, together with

throughput benchmarks.

Application scenarios, including organizational custody, privacy-preserving

transfers, and safe delegation to Al agents.

PASS thus bridges the gap between strict self-custody and flexible shared
access, combining strong privacy guarantees with practical deployability.
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2 Background and Related Work

Model Control basis On-chain Internal Compatibility
overhead Privacy
EOA Single private key = None None Native EOA
Multisig t-of-n co-signers High; quorum per None; logic Smart
action public contract based
ERC-4337 On-chain policy Medium to high; None; logic Requires
Smart logic custom logic and public ERC-4337
Accounts gas chain support

Custodians Custom RBAC or None; Off-chain Custodian sees API mediated

ABAC languages enforcement all activity
Liquefaction | TEE key Medium; Oasis Strong; TEE Requires Oasis
encumbrance; contracts and gas  hides deployment
policy trees subpolicies
PASS Provenance via None; EOA Strong; Native EOA
(ours) Inbox-Outbox compatible internal plus off the
transfers shelf TEEs
invisible

Fig. 1. Comparison of wallet architectures. PASS features provenance-based control,
off-chain privacy, and native EOA compatibility.

Growing retail and institutional adoption of digital assets [17] has driven di-
verse wallet designs [21]. We summarize mainstream Ethereum Virtual Machine
(EVM) wallet designs in Figure 1.

EOAs and Multisigs. Externally Owned Accounts (EOAs) give unilateral,
permanent control to whoever holds the private key [10]. Multisignature wallets
(eg., Safe) distribute trust via t-of-n approvals [28], common for treasuries and
bridges [34,39,8]. Drawbacks include quorum overhead, symmetric authority, and
public logic with attackable frontends [8]. In contrast, PASS offers fine-grained,
scoped permissioning without new contracts.

Smart Contract Wallets and Account Abstraction. Wallets like Ar-
gent and Loopring add programmability (social recovery, spend limits) via on-
chain logic [2,20,25]. ERC-4337 enables custom validation through UserOperation
contracts [13], and EIP-7702 lets EOAs invoke this logic [30]. These increase flex-
ibility but expose policies publicly and incur gas costs, limiting use cases like
payroll. PASS instead enforces policy privately in a TEE, minimizing on-chain
footprint.

Custodial Policies. Custody providers (Fireblocks, Turnkey, Privy) use
RBAC/ABAC engines with custom policy languages [16,36]. PASS replaces these
with provenance: authority follows asset origin and history, akin to a UTXO
model. This reduces policy-surface complexity while remaining composable with
constraints like whitelists and blacklists.

TEEs and Liquefaction. Trusted Execution Environments (TEEs) pro-
vide hardware-isolated contexts with remote attestation [22,29]. Liquefaction [7]
keeps wallet keys in a TEE and enforces sub-policies via key encumbrance, en-
suring privacy. PASS advances this model by (i) proving invariants in Lean 4, (ii)
simplifying enforcement to a provenance rule with Inbox/Outbox subaccounts,
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and (iii) working with a standard EOA without relying on Oasis smart contracts
[24]. We further validate by implementing PASS on AWS Nitro Enclaves and In-
tel TDX (via dstack), and showcase applications including AI wallets, payroll,
supply chains, and DAO voting.

Other Models. Exchanges pool funds in omnibus addresses with off-chain
ledgers [37]; mixers like Tornado Cash hide deposit—withdrawal links [27]. PASS
similarly hides internal transfers while retaining a provenance log for auditability;
outsiders see only deposits and withdrawals.

3 System Model and Design

Provenance Based Access Model

Offchain Onehain
) ERC20
ﬂ)_’ [T 11 |Transfer 100
SubAccount =oA
D —
Alice «— tnbox Alice

PassTransfer(100)

e ERC20 -
T fer 7
SubAccount ransfer 70 =0

E— Outbox — >

PassTransfer(70)

L—>

Bob Send(70, C) Charlotte
 Yellow parts are essentially Inbox and Outbox are two special subaccounts
"private pathways" or provenance chains that handle 1/O and connect internal pathways

with external pathways

Fig. 2. Overview of PASS. External deposits enter the Inbox and are claimed by sub-
accounts. Internal transfers are private and off-chain. Egress occurs via the Outbox,
which signs and broadcasts on-chain transactions. All on-chain activity has clear prove-
nance; internal movements remain private.

3.1 High level system model

PASS is a multi-user wallet on a single EOA (sk, pk). The wallet maintains a
finite set of subaccounts Y = {uy,...,u,} and a set of assets A (e.g., ERC-20).
A subaccount v € U has authority over an amount z of asset a € A iff it can
obtain a signature from the global sk via the enclave; sk resides only inside a TEE
and is never directly accessible. We give the intuitive model here and formalize
it in Section 3.2.

Internally, PASS tracks balances with a map £ : U x A — Z>( (accessed
via L[u][a]), an Inbox multiset Z of unclaimed deposits («, z,m), an Outbox
FIFO queue O of pending on-chain actions («, x, extDst, /) together with a global
nonce v € N, and an append-only provenance log H. The core principles of PASS,
as shown in Figure 2 are as follows:
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1. Access follows provenance. A unit of value is usable by u only if there exists a
custody chain in H from an external deposit to u. Informally, Allow(u, a, x)
means balance x is reachable for u via provenance in H. This implies consis-
tency: for every «, the total internal balance equals the on-chain balance at pk,
ie., > ,cu Llulla] = Bon(c). Incoming deposits (o, z,m) € Z are “wrapped”
and must be explicitly claimed before use by the sender address.

2. Off-chain privacy. Internal transfers u— v update only £ and #H; they do not
touch O or the on-chain balance By, so internal flow is invisible and fee-less.

3. First-come, first-served. Outbox transactions are sequenced by a FIFO queue,
which maintains and increments a global nonce v and directly sends enclave-
signed transactions to a RPC node to prevent nonce conflicts and replay at-
tacks.”

Organizational Ownership Model. PASS operates under an organiza-
tional ownership model, where an entity such as a company, individual, or DAO
manages shared control over blockchain assets. We detail the threat model in
Section 4.

Inbox-Outbox Gateway External senders transfer assets to pk, creating
Inbox entries («,z,m) € Z. A user performs claim(u,a, x,m) to move value
into L[u][a], conceptually “wrapping” the deposit. To withdraw or interact with
a contract, a subaccount first performs an internal transfer to the Outbox,
which enqueues (o, x, extDst, v); the enclave then signs the concrete transaction
with sk and immediately broadcasts it, incrementing v. The FIFO discipline and
global nonce serialize actions and prevent races and double-spends. Because sub-
accounts never receive pre-signed transactions, pre-signing misuse is mitigated.

Composable policy scheme. Deposits are claims from Z; internal transfers
require Allow(u, o, ) and update (£,H); withdrawals are internal transfers to
O followed by submission. Additional constraints (e.g., RBAC or ABAC checks,
whitelists and blacklists) can be incorporated as conjuncts to Allow without
changing the provenance-centric rule or its consistency and privacy effects.

3.2 Formal Model

We formalize PASS as a transition system in Lean 47, an interactive theorem
prover with a rich dependent type system [19], suitable for policy verification
(e.g., AWS Cedar [12]). In this section, we introduce the formal system we mod-
eled in lean, and in Section 4 we will discuss security invariants modeled. An ex-
tended discussion of our formal verification system can be found in Appendix A.

State. A wallet state is S = (pk,sk,l/7 Z, O,E,H) where (pk,sk,v) are the
EOA public key, private key (generated and held in the TEE), and global nonce;
Z and O are Inbox and Outbox; £ is the internal balance map Llu][a] € Z>o;
and H is the provenance history. For privacy arguments we also use the external
view Wpun = (pk, O, A), where O contains the Outbox queue and nonce and A
records total on-chain balances by asset.

5 We assume that the TEE is able to run a Helios light client, as is the case in dstack
Intel TDX, discussed and implemented in Section 5.2.
" Lean 4 model: https://github.com/pass-wallet/pass-leand-proofs
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Fig. 3. Formal Model of PASS wallet functionality, including CreatePassWallet for
initializing a fresh instance. On creation, pk is set to a chosen EOA address eoa, the
TEE generates a hidden private key sk, and global data structures are initialized.
External deposits enter Z (Inbox), while subaccount transfers update £ (Ledger) off-
chain. Withdrawals queue items in O (Outbox), and GSM operations are signed using

J. Yu et al.

PASS Wallet Management Functionality 'FF?ASS for wallet W
Global State:
pk: public address (EOA)
sk: private key (in TEE)
v: global nonce for on-chain transactions
T (Inbox): set of unclaimed deposits (« : asset, z : amount, m : depositld)
O (Outbox): FIFO queue («, z, extDst, v)
L (Asset Ledger): internal map L[u][a] € Z>(, where u is each user’s ID in the system
#H (Provenance History): a list of transaction records appended whenever ClaimInbox,
InternalTransfer, or Withdraw is invoked

CreatePassWallet (creator):
I+, O« &, L+ {}; v« 0
(pk, sk)<«+ TEE_KeyGen()
Return new W with S = (pk, sk, v, Z,O, L, H) and reference to creator
InboxDeposit (a,z, m) from external P:
Z <+ Z U {(a,z,m)}
Return success
ClaimInbox («, x, depositld) from u:
If no (a, z, m) with depositld in Z, return L
Remove («a, z,m) from T
Llu][a] < Llu]la] +
H + H| (op = claim, «, x, depositld, u)
Return success
CheckAllow (ugsend, @, z, H):
If H.GetProvenance(«, ugend) > ,
return true; else return false
InternalTransfer (o, Z, Usend, Urecv):
If L{usenalla] < x or —checkAllow(ugend, o, @, H), return L
Llugenal[e] + Llusena][a] — =
Llturecv]a] < Llturecv][a] + @
H+—H (op = transfer, &, T, Usend » urec\,)
Return success
Withdraw («, x, Usend, extDst):
If L{usenalla] < z or —checkAllow(ugsena, o, , H), return L
L:[usend][a] <~ [f[usend][a] -
O« OU {(o, z, extDst,v)}
H + H | (op = withdraw, &, T, Ugend, extDst)
Return success
SignGSM (dom, msg, u):
If u lacks sign-right for (dom, msg), return L
o < (sk, msg)
Return o
(Outbox Processing) (periodic or on demand):
If © # @, dequeue (o, z, extDst, v)
Build tx 7: transfer x of a to extDst, nonce = v
o <+ (sk, 7); broadcast (7, 0)
verv+1
Return broadcasted + txHash

sk.

Transitions. Operations op € T update S with type-checked rules: InbozDe-
posit adds an unclaimed («, z,m) to Z; ClaimInbox moves (o, z,m) from Z to

L[u][a] and appends to H; InternalTransfer moves value between subaccounts;

Withdraw debits Llu][a], enqueues (o, z,extDst,v) in O, and logs; SignGSM

authorizes domain-scoped signable messages. A representative rule is:

transfer(a,z,us,u,)

(pk, sk, 1, 7,0, L, H) (pk, sk, v, Z,0, L', H')




PASS: A Provenanced Access Subaccount System for Blockchain Wallets 7

with
if Llus)[a] < z or ~checkAllow(us, o, z, H) then L;

L'ugla] = Llugla] -z,  L'u,][a] = Llur][o] + ;
H =H ’ (op = transfer, a, x,us,uT).

Here checkAllow queries provenance in H and can be extended with auxiliary
constraints such as user whitelists or blacklists, without changing the core rule.
Figure 3 provides a formal specification of the methods in a PASS wallet.

Provenance Attestation. The TEE can generate cryptographic attesta-
tions over the integrity of H by signing its digest: o = Signg (Hash(#)). This
enables external verification of custody chains for compliance auditing and regu-
latory requirements without revealing internal transfer details. Attestations can
also cover other system components like the global nonce v for freshness proofs
or balance states for solvency verification, following EIP-712 structured data
standards for interoperability.

3.3 Asset Model and General Signable Messages

PASS provides an authorization scheme over a heterogenous set of assets A, in-
cluding fungible tokens, such as ether and ERC-20 tokens, ERC-721 non-fungible
tokens, and “general signable messages” across a variety of DApps for sign-in
and identity verification. Each asset o € A has a well-defined custody path in
the provenance log H, and a subaccount v € U has usable balance = of « iff
Allow(u, a, ) holds.

Token assets. For token assets such as ether, ERC-20, and ERC-721, de-
posits are captured as Inbox entries («,z,m) € Z. Claims allocate balance into
L[u][e], internal transfers update £ and H privately, and withdrawals enqueue
(a, z, extDst, v) into O for enclave signing and on-chain broadcast, ensuring con-
sistency where:

Vo € Asokens : Z Llu][a] = Bon(c, pk).
ueU

In particular, ERC-721 tokens are modeled with unique identifiers, where
each token ID is treated as a distinct asset cyokenra With unitary balance (x €
{0,1}), ensuring uniqueness and preventing double-ownership under provenance.

General Signable Messages (GSMs). In addition to on-chain assets,
wallets often sign arbitrary messages, such as for EIP-4361 [32] logins and off-
chain DAO votes [33]. PASS models these as a special class Aggm of virtual
assets. Each GSM asset is scoped to a domain dom, so holding o = (dom)
represents authority to sign messages from that domain. A signature operation:
SignGSM(u, dom, m) — o is permitted iff Allow(u,dom,1) holds in H. At key
generation, the wallet creator is endowed with default signing authority over
all domains, represented as an initial allocation of every o = (dom) € Agsm
to the root subaccount. These domain assets can be internally transferred to
delegate signing authority. Thus provenance of GSMs begins at the owner and
flows through transfers, providing a well defined provenance path in H as with
token assets.
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By treating both tokens and GSMs as types of elements of A, PASS provides
a unified provenance rule for subaccount authorization. A subaccount cannot
spend an ERC-20 token, transfer an NFT, or sign a domain message unless
it possesses the corresponding asset under £ and H. This unified authorization
scheme allows for fine-grained delegation, (e.g., giving u rights over example.com
while withholding ERC-20 funds) and consistent enforcement across on-chain
and off-chain actions.

4 Properties of PASS

4.1 Threat Model

PASS operates under an organizational ownership model where a single entity
(company, DAO, or individual) manages the EOA (pk, sk) and TEE infrastruc-
ture. This model is typical for use cases described in Section 1. Protected assets
include the private key sk, balance ledger £, provenance log H, and access control
policy Allow(u, a, ). In our model, we make the following trust assumptions:

e TEE integrity. Hardware isolation is sound; sk never leaves the enclave.
Remote attestation guarantees that the enclave runs the genuine PASS binary.

e Cryptography. Standard primitives (signatures, hash functions, PRFs) are
secure against polynomial-time adversaries.

e Governance majority. The deploying entity holds majority control in the
governance mechanism (via DAO vote or admin privileges), ensuring it can
invoke the blockchain-governed KMS for MPC-based key recovery and trigger
fallback contracts when needed.

Adversary Model. An adversary A may control the host OS and network,
observe or modify all communication between enclaves, and submit arbitrary
transaction requests. In particular, A may attempt to:

e Exploit software bugs in the PASS implementation or TEE runtime,
e Forge or replay transactions to break consistency of H,
e Subvert provenance by violating Allow(u, a, x)

Threats Out of Scope. Physical TEE compromise, supply-chain attacks,
and malicious operators with unrestricted access (excluded due to organizational
security controls) are regarded out of scope because the organizational model
assumes controlled facilities and vetted hardware.

Security Goals. Given the assumptions above, PASS guarantees:

e Integrity: ) ., L[u][a] < extDep(a) for all a, i.e., no assets can be created
or double-spent internally.

e Correctness: If Allow(u, «, ) holds, then u can eventually realize = via With-
draw.

e Privacy on-chain: InternalTransfer operations do not affect externalTrace(W),
and to external observers, a PASS wallet is indistinguishable from an EOA.

e Liveness: For any authorized op € Ops, if one enclave and quorum remain
honest, then 37 s.t. Exec(c,op) = T within 7
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4.2 Privacy and Safety

After establishing the threat model of PASS, we will address the central privacy
and safety guarantees in our formal verification model. We sketch three central
lemmas here, and create mechanized proofs in Lean, discussed in Appendix A.

Proposition 1 (Internal Transfer Privacy). If two public states Wi, Wo
share the same pk, identical Outbox (T',v), and equal per-asset totals in A, then

externalTrace(W;) = externalTrace(W2).

Proof Sketch. InternalTransfer updates only (£, H), never O or total on-chain
balances. OutboxProcessing in Figure 3 emits on-chain actions solely from O
(lines 2—4), hence the trace depends only on O.

Corollary: EOA indistinguishability. If Wyass and Wee, share the same pk,
Outbox, and per-asset totals, then

externalTrace(Wpass) = externalTrace(Weoa ).

Thus, from an external observer’s perspective, a PASS account is indistinguish-
able from a standard EOA: internal transfers leave no observable footprint.

Proposition 2 (Asset Accessibility). For any asset «, letting L = {u |
Llu][a] > 0},

Z L[u][a] = totalBalance(c),

uelL

and eachu € L can spend its full balance L[u][a] if and only if checkAllow(u, o, L[u][a], H)
holds.

Proof Sketch. Claimlnbox credits L; InternalTransfer preserves the sum over u;
Withdraw debits £ and enqueues to O, which OutboxProcessing realizes on-chain.
checkAllow enforces reachability from provenance in H.

Proposition 3 (Provenance Integrity). Let extDep(«) be net external de-
posits (deposits minus realized withdrawals). For all reachable states,

Zﬁ[u][a] = extDep(a).

ueU

Proof Sketch. Induct on transitions. InboxDeposit increases extDep only; Claim-
Inbox moves already-deposited value into L£; InternalTransfer conserves the sum
over u; Withdraw decreases the sum, and after OutboxProcessing broadcasts,
extDep is reduced accordingly.

General signable messages (GSM). Model GSM rights as a domain-
scoped virtual asset class Agsm. Let o = (dom) € Agsm and permit

SignGSM(u, dom, m) iff Allow(u, a, 1).

Then (P2)-(P3) lift to GSM: there is always at least one domain signer, and
GSM “balances” obey provenance conservation under transfers in H.
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4.3 Liveness

We define liveness as the property that any authorized operation remains even-
tually executable, despite enclave crashes, vendor compromise, or partial gover-
nance failure. Our model assumes deployment of PASS access logic on dstack,
implemented in Section 5 and detailed in Appendix B.

Let £ denote active enclaves, C containerized wallet backends, and P gover-
nance policies. Each container ¢ € C stores sealed state

0. = (S, ke, meta) with S = (pk,sk,v,Z,0, L, H),

where k. = Derive(K,c) is derived from an MPC-managed Key Management
Service (KMS) and meta records attestation. An operation op € Ops (deposit
claim, transfer, withdrawal) executes as: Exec(c,op) = T iff Attested(c) A I'(S),
where Attested(c) checks o, against registry R and I' is the quorum predicate
over P. To ensure vendor-agnostic portability, state migration u : £ — £ satisfies

Ve, e; € E, ej.decrypt(oce,,ke) = 0ce,;,

Theorem 1 (Liveness Theorem). If (i) the MPC KMS tolerates fxms faults
in at-of-n threshold, (ii) governance quorums are fgoy-resilient, and (iii) at least
one enclave is uncompromised, then every op € Ops executes within bounded time
T:

Yop € Ops, 37 > 0: Exec(c,op) = T.

Proof Sketch. Progress follows from three guarantees: (1) the MPC KMS
ensures k. is always recoverable under threshold availability; (2) I" encodes quo-
rum rules that eventually relax after timeout At, ensuring some subset S satisfies
I'(S) = T; (3) migration p allows any enclave to re-host o, preventing vendor
lock-in or enclave failure. Algorithm 1 formalizes recovery and execution under
these assumptions.

Algorithm 1 RecoverAndExecute(c, op)

: Verify enclave e attestation Q. against R.
: Derive k. < Derive(KC, ¢); decrypt o..
if CompromiseDetected(e’) then
Rotate k. and re-encrypt oe.
end if
: Ensure I'(S) = T for S C P(c).
: Execute op; append to H.

= JE I N IU R

Key Properties. (1) Portability: any attested enclave can recover o., inde-
pendent of vendor, given that k. is managed by KMS; (2) Monotonic Recovery:
recovery steps form p : S — S with p(s) = s; (3) Domain Continuity: certificates
remain bound to R(c¢) under migration u(c), preventing hijack or replay.

Implementation details of container orchestration, attestation, and KMS pro-
tocols are given in Appendix B.
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5 Practical Implementations

5.1 Prototype Implementations

To demonstrate feasibility, we have implemented a prototype of PASS that cap-

tures the core architectural components.® The prototype consists of:

e Provenanced Access Model, the core PASS architecture outlined in Section 3.1
with the Inbox-Outbox structure, asset ledgers, and provenanced rule as a
Rust executable.

o Web Application Frontend, an AWS-hosted Typescript interface that allows
users to deposit assets, initiate internal transfers, generate on-chain transac-
tions, and sign arbitrary messages on Ethereum Sepolia testnet via
WalletConnect v2.7

o Multi-vendor TEE deployment, we deploy the PASS enclave executable in
both AWS Nitro Enclaves and Intel TDX with the dstack framework.

We evaluate these two enclave deployments as complementary paths with
distinct tradeoffs. AWS Nitro Enclaves simplify deployment through AWS
integration and attestation, but concentrate trust in a single vendor and store
the provenance ledger externally, potentially weakening liveness and asset ac-
cessibility guarantees. Intel TDX with dstack provides a portable, open-
source runtime across diverse hardware with decentralized operators and MPC-
based key management, preserving full security properties by executing both
Inbox—Outbox logic and provenance ledger inside the enclave, though at the
cost of added governance complexity for operator authorization and policy en-
forcement.

Blockchain Connectivity. To ensure reliable interaction, PASS embeds
Helios [1], a consensus-verified light client within the TEE, enabled via dstack
deployment. Helios verifies blockchain data against consensus proofs rather than
trusting external RPC endpoints, removing reliance on centralized providers
while preserving real-time performance. This guarantees that PASS’s Outbox
operates only on verified state, even if external network providers are compro-
mised.

5.2 Performance Benchmarks

Methodology. To evaluate PASS, we benchmarked its performance using both
AWS Nitro Enclaves and Intel TDX as secure backend environments. We selected
a suite of representative wallet operations—wallet creation, balance queries,
claims, transfers, withdrawals, provenance queries, and a comprehensive end-
to-end workflow. To further stress-test PASS, we conducted batch experiments
involving 10,000 consecutive deposit and claim operations, as well as transfer-
then-withdraw scenarios utilizing multi-threaded processing. Each operation was
run 100 times over 10 trials per environment, measuring throughput in opera-
tions per second (ops/sec). Both environments ran on identical virtual machines

8 Prototype can be found here: https://github.com/jayyu23/pass-wallet-app
9 Web application: https://pass-wallet.jayyu.xyz/
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(4 cores, 2.5 GHz, 16 GB RAM) to ensure a fair comparison. Table 4 summarizes
our results, with full details available in Appendix C.

Fig. 4. Internal PASS operation throughput (ops/sec) across AWS Nitro Enclaves
and Intel TDX. All operations are in-memory state changes within the TEE with no
blockchain interaction. Each value represents the average of 100 operations repeated
10 times per environment.

Operation AWS Nitro Intel TDX
Wallet Creation 6,531 14,970
Account Balance Queries 530,943 935,428
Inbox-to-Subaccount Claims 14,856 33,064
Internal Subaccount Transfers 32,953 71,292
Withdrawal Request Creation 18,291 39,702
Transaction History Queries 3,757 7,685
End-to-End Workflow'° 35,663 78,433
Batch Deposit & Claim 481 724
Multi-threaded Operations (5 threads) 32,189 55,124

Analysis. The observed performance differences primarily stem from their
distinct hardware architectures. AWS Nitro Enclaves employ a disaggregated
system design, where the host server and the TEE hardware are physically sep-
arated. Communication occurs via vsock, and the enclave itself runs on a dedi-
cated, lower-performance coprocessor. In contrast, Intel TDX leverages a special
instruction set to provide enclave functionality directly on the main processor,
avoiding the overhead of data transfer. As a result, Intel TDX is able to de-
liver significantly higher throughput for in-enclave operations compared to AWS
Nitro Enclaves.

These preliminary benchmarks show that both Nitro and TDX backends can
sustain high throughput for critical wallet operations, confirming that PASS is
practical for real-world deployment.

Comparison with Related Work. To contextualize our performance re-
sults, we compare PASS with other TEE-based blockchain systems and tra-
ditional custodial solutions. Most existing wallet solutions operate under en-
tirely different trust and security models that preclude meaningful performance
comparisons. Hardware wallets prioritize air-gapped security over throughput,
while custodial services sacrifice transparency for performance optimizations
that PASS cannot adopt without compromising its core security guarantees.
Additionally, no prior work combines TEE-based execution with comprehensive
provenance tracking and rule-based access controls, making PASS’s architecture
fundamentally distinct from existing approaches.

Liquefaction. The Liquefaction system [7] represents the closest architectural
parallel to PASS, yet demonstrates significantly higher latencies. Liquefaction ex-
hibits up to 1,036.9 seconds for finalized confirmation due to its dependence on
external blockchain oracles for operation authorization. This design choice fun-
damentally limits scalability and user experience. In contrast, PASS’s innovative
Inbox-Outbox architecture enables all internal operations to execute within the
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TEE without blockchain dependencies, achieving sub-millisecond latencies while
maintaining equivalent security guarantees through cryptographic auditability.

Traditional Custodians. While custodial solutions do not publish detailed per-
formance benchmarks, they achieve high throughput by centralizing trust and
sacrificing transparency—precisely the problems PASS was designed to solve.
Our TEE-based approach introduces only 5-7% performance overhead compared
to native execution [18], yet delivers fundamentally superior security properties:
cryptographic auditability, decentralized operation, elimination of single points
of failure, and user-controlled access policies. PASS thus achieves the perfor-
mance characteristics of centralized systems while providing the security guar-
antees traditionally associated only with self-custody solutions.

6 Applications

PASS is a powerful primitive that enables applications across three major blockchain
verticals: access control, custody & compliance, and scalability. Each vertical
captures a distinct research area, with provenance-based subaccounts providing

a unifying abstraction.

Access Control. PASS’s multi-user subaccount model enables flexible per-
mission scopes and safe delegation. As Al agents begin managing crypto assets,
there is a clear need to constrain their authority. With PASS, an agent can be
granted a subaccount holding only limited funds or specific signing rights, allow-
ing it to operate autonomously without risking the entire wallet; if compromised,
damage is capped to that subaccount. Similarly, DAO voting can be delegated
by granting signature rights restricted to governance DApps, without granting
spending authority. Organizations can also provision identity subaccounts that
map to individuals or teams under a shared ENS or corporate identity, each with
scoped balances and signing authority tracked through provenance.

Custody & Compliance. Internal privacy, built-in permissioning, and au-
ditable provenance make PASS well-suited to enterprise and regulatory con-
texts. A flagship application is private payroll: on-chain salary payments today
risk leaking sensitive information such as compensation levels or departmental
budgets. With PASS, salaries are distributed privately as internal subaccount
transfers, leaving a verifiable provenance trail for audits, but without exposing
per-employee details on-chain. Only periodic batched payouts exit via the Out-
box, balancing privacy with regulatory accountability. Beyond payroll, compliant
organizational wallets can allocate explicit departmental budgets while enabling
regulator-grade proofs derived from the provenance log, and B2B netting allows
vendors to settle obligations internally, with only net amounts leaving the wallet
to reduce leakage while maintaining auditability.

Scalability. Finally, PASS supports blockchain scalability use cases where
per-transaction gas costs or cross-domain coordination overhead are prohibitive.
A flagship example is gasless appchains: high-throughput applications such as
central limit order books (CLOBs) can internalize matching and settlement as
subaccount transitions, with the Outbox emitting only periodic, verifiable batch
settlements. Similarly, cross-chain bridges can leverage the Inbox—Outbox ab-
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Vertical Application Context PASS Enables
AI Agent Autonomous agents Scoped subaccounts grant limited
Access Wallets interacting with crypto balances and domain-specific rights,
Control assets [38] require enabling safe delegation without
bounded signing exposing the root key.
authority.
DAO Voting DAOs depend on Fine-grained voting rights delegation
Delegation address-based voting and auditable via provenance; delegation
proxy delegation [11]. can be restricted to specific DApps or
domains.
Identity Organizations map ENS Each subaccount holds scoped
Subaccounts or organizational balances and signing rights, with
identities to individuals provenance tracking under a shared
or teams. organizational identity.
Private Payroll  On-chain payrolls reveal Salary distribution through internal
Custoc.iy & sensitive salary gasless transfers with auditable logs;
Compliance information [4]. external payouts are batched via the
Outbox.
Compliant Org Firms must maintain Departmental and individual
Wallets accountability and subaccounts with explicit budgets;
BSA/AML provenance ensures regulator-grade
recordkeeping [15]. auditability and enables external proof
exploration without disclosing private
flows.
Private B2B Supply-chain and Vendor subaccounts allow internal
Netting recurring multi-party netting of obligations, with PASS
payments require acting as a clearing house. Only net
confidentiality. settlements exit via the Outbox,
minimizing leakage while retaining
auditability.
Gasless High-throughput Internalize application logic as
Scalability Appchains applications (e.g., trading  subaccount transitions; Outbox emits

Cross-chain
Bridges

L2 Composability

engines) face prohibitive
gas costs on-chain.
Bridges require strong
custody and coordination
of operators [39].

Rollups and L2s fragment
assets and user
experience [35].

verifiable batch settlements, ensuring
correctness with minimal gas.

Inbox—Outbox abstractions enforce
provenance across domains; FIFO
nonce handling prevents replay or race
conditions.

Treat each L2 as a scoped subaccount;
maintain private balance transfers
internally, and settle externally only
when crossing domains.

Fig. 5. Applications of PASS across three blockchain verticals: access control, custody
& compliance, and scalability. Each vertical highlights flagship use cases enabled by

provenance-based subaccounts.

straction to enforce provenance across domains and ensure FIFO nonce discipline
to prevent replay, while L2 composability is achieved by treating each rollup or
sidechain as a scoped subaccount, allowing private balance transfers internally
and settling externally only on domain exits.

7 Discussion and Future Work

As PASS matures beyond a single-wallet instantiation, several directions emerge
for strengthening its composability, verifiability, and practical performance. Ap-
pendix D provides a high-level construction of extension designs for PASS.
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Composability and InterPASS Transactions. Beyond single-wallet pri-
vacy and provenance, a key challenge is enabling secure interaction across wal-
lets in supply-chain or inter-organizational settings. The trivial method of direct
EOA transfers compromise privacy, so we envision each PASS instance as a PCN
(Payment Channel Network) hub, similar to XTransfer [6], with a central Hub
aggregating signed payment intents 7 := (a;, 2, S;, 7"1‘)?:17 computing a netted
settlement S, and updating balances via a multi-party protocol akin to Thora [5].
Optimistically this remains off-chain and private, while disputes invoke atomic
on-chain enforcement. This design leverages provenance guarantees for confiden-
tial, auditable inter-wallet transfers; full specification is left to future work.

Instantiation on zkVM. The current PASS design primarily relies on
trusted execution environments (TEEs) to safeguard keys and enforce Inbox-
Outbox provenance rules, but this trust model depends on vendor attestation
and hardware security, which may be insufficient in adversarial or regulatory
contexts that demand independent verification. zkVMs provide a natural next
step by enabling provenance-based control to be verified through succinct cryp-
tographic proofs rather than trusted hardware. By batching transitions over L,
H, Z, and O and producing a proof 7, a minimalist verifier contract can update
commitments and enforce outbox execution while preserving privacy. This direc-
tion complements the Chainless stack architecture [31], suggesting a path toward
modular, interoperable deployments of PASS with stronger external verifiability
and broader applicability.

Expansion of Formal Model and Further Benchmarks. We aim to
extend our Lean 4 formalization from wallet logic to enclave assumptions, quo-
rum dynamics, MPC-based recovery, and cross-vendor migration. Empirically,
while alternatives (multisigs, ERC-4337, custodial systems) lack benchmarks,
PASS already demonstrates throughput; we will expand evaluation to latency,
concurrency, and vendor diversity. Together these efforts provide application-
driven validation and stronger evidence for PASS as both formally sound and
practically deployable.

8 Conclusion

We presented PASS, a Provenanced Access Subaccount System, as a new wallet
architecture that enforces access by provenance rather than by identity or role.
The Inbox—Outbox mechanism ensures all assets have a verifiable lineage, while
internal transfers remain private and indistinguishable from a standard EOA
account.

Our contributions are threefold: (i) a formal model in Lean 4 proving pri-
vacy, accessibility, and provenance integrity; (ii) a working prototype with en-
clave backends on AWS Nitro Enclaves and Intel TDX via dstack, integrated
with WalletConnect; and (iii) initial benchmarks showing the feasibility of high-
throughput operation. These results demonstrate that provenance-based control
can be realized today with mainstream blockchain tools.

Looking forward, richer evaluations across multi-vendor TEEs, integration
with zkVMs, and exploration of organizational and agent-based custody are
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promising directions. By combining rigorous formal guarantees with deployable
prototypes, PASS advances the design space between strict self-custody and
flexible shared access, offering a path toward practical, privacy-preserving wallet
security.
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A Formal Verification

We consider the formal model introduced in Section 3.1 of PASS as a state
machine in Lean4. Our goal is to prove that, under the PASS design, several
critical security properties always hold. We outline these properties and our
approach to verifying them.

A.1 Property: Privacy of Internal Transfers

In the PASS design, the InternalTransfer operation updates only the off-chain
ledger £ and the provenance history H. It never modifies the Outbox O, meaning
there is no on-chain transaction triggered by an internal transfer. Consequently,
external observers see no change in on-chain state. We formalize this by consid-
ering the on-chain view that an external party has for a given PASS Wallet. We
can model this visible on-chain state as a triple:

Wpub = (pkv 07 A)v

where:
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pk is the externally owned account (EOA) address,

O = (T,v) is the external view of the outbor, where T is a list of enqueued
transactions and v is a nonce,

A is the external view of the Asset ledger £, containing a list of asset entries,
each of the form («,z) with a unique identifier o and total balance z.

External Trace. The external trace of a PassAccount state Wy, is the list of
externally visible actions, obtained by mapping each transaction in the outbox
T to an on-chain action:

externalTrace(Wpyus) = { outboxTx(t) | t € T'}.

No internal transfers appear in externalTrace(-).

States That Differ Only by Internal Transfers. We say that two PassAccount
states Wy = (pky, O1, A1) and Wa = (pky, O, A2) differ only by internal trans-
fers if:

1. pky = pky,
2. O1 = O2 (i-e. both the list of outbox transactions and the nonce are the
same),

3. For every asset identifier o, the total balance of that asset in A; equals the
total balance of the same asset in As.

Letting getAsset(W, a) return the asset o within state W or L, we require V «:
totalBalance(getAsset(W;, a)) = totalBalance(getAsset(Ws, o).

Theorem 2 (Privacy of Internal Transfers). If two PassAccount states Wy
and Wy differ only by internal transfers, then their externally visible traces are
identical:

externalTrace(W;) = externalTrace(Ws).

Proof. By assumption, O; = Os. Hence both states have the same outbox trans-
action list T'. Since

externalTrace(W;) = map(outboxTx, T;) for i € {1,2},

and T7 = Ty, it follows that externalTrace(W;) and externalTrace(Ws) are iden-
tical.

Thus, any sequence of purely internal transfers, changing only the private ledger
L in PASS, is invisible to an external observer, preserving the privacy of how
assets move within the wallet.

A corollary of this Internal Transfer property is that a PASS account is
indistinguishable from a regular EOA account.

Corollary 1 (Indistinguishability from EOA). Let Wyass be a PASS state
that (i) has the same public key pk, (ii) the same outboz, including nonce and
transaction list, and (iii) the same total balances of each asset as a reference
EOA state Weoa. Then

externalTrace(Wpass) = externalTrace(Weoa)-

In particular, an external observer cannot distinguish Wyass from Weoa.
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Proof. By assumption, the only potential differences between Wyass and Weo, lie
in internal ledger details. From Theorem 1, such internal transfers do not affect
the externally visible outbox transactions or total on-chain balances. Thus, their
external traces coincide, and Wy is indistinguishable from Weoa.

A.2 Property: Asset Accessibility

In addition to keeping internal transactions private, PASS should ensure that for
every asset in the system, there exists some sub-account that can access it and
withdraw it from the system. This prevents a situation where funds get ”stuck”
without any reachable key or policy to move them. We define asset accessibility
as follows:

Theorem 3 (Asset Accessibility). For any PASS account W and asset iden-
tified by «, there exists a list of addresses L such that:
1. For every address u € L, the user can access their full balance:

checkBalance(s, a, u, balance(u)) = true

2. The sum of all accessible balances equals the total balance of the asset:

Z L[u][a] = totalBalance(a)
ueL

Proof. We construct L as the set of all addresses with non-zero balances in the
balance map for a:
L ={u] L[u][a] > 0}

For the first property, given any v € L, the definition of checkBalance verifies
if the user has sufficient balance for the specified amount. When checking against
the user’s own balance, this is trivially satisfied since L[u][a] > L[u][e] for all w.

For the second property, we observe that totalBalance is defined as the sum
of all balances in the asset’s balance map:

totalBalance(a) = Z Llu][a]
u€Ll

By construction, L contains the only nonzero values u € L, so:

Z L[u][a] = totalBalance(«)
u€eL

Therefore, both properties hold for our constructed list L.

We can prove a similar trait for General Signable Messages, showing that for
any inbound GSM, there is some subaccount signer that has access to it.

Theorem 4 (GSM Accessibility). For any GSM and domain, there exists a
user with signing access to that domain.
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Proof. For any domain d, we can directly construct a user u who has signing
access to d as follows:
u = getSigner(d)

By definition, getSigner returns either:
— A specifically assigned signer if one exists in the domain-address map, or
— The default signer otherwise

Therefore, every domain is guaranteed to have at least one user with signing
access, ensuring no GSM domain becomes inaccessible.

A.3 Property: Provenance Integrity

Provenance integrity specifies that every asset held by any sub-account in PASS
must have an origin traceable to an external deposit into the Inbox. At any
state of the system, for each asset entry in a sub-account’s balance, we can find
a sequence of internal transfers that leads back to an Inbox deposit from an
external address. This property ensures no sub-account can conjure funds from
nothing, such as through double-spending or inflation within the system, and
that the internal ledger is consistent with on-chain reality. In Lean, we model
the state of the PASS wallet including Inbox, Outbox, and all sub-accounts and
prove an invariant that whenever a sub-account has x units of asset a, the global
state contains a record of at least x units of o having been deposited, minus any
that have been withdrawn.

Theorem 5 (Provenance Integrity).

For any PASS account S = (pk,sk,y,I,O,E,’H) and any asset «, the total
amount of o held across all subaccounts can never exceed the total amount of
external deposits (minus any that have already been withdrawn). Formally,

Zﬁ[u][a] < externalDeposits(a),
uelU

where U is the set of subaccounts in the system, and externalDeposits(a) is
the net total of asset o that has been introduced into the wallet from outside
addresses, recorded in the inbox T.

Proof. We model the system’s state (pk, sk, v, Z, O, £, H) as in Figure 3, including
the Inbox Z, Outbox O, and the internal ledger £. We define a provenance record
P(a,u) that captures the total amount of asset « subaccount u is authorized to
hold, based on Inbox claims and internal transfers.

Base Case: Immediately after CreatePassWallet, no assets have been de-
posited, and no subaccount balances exist:

Vu, Llu][a] =0, Va, externalDeposits(«a) = 0.

Hence,
Zﬁ[u][a] = 0 < 0 = externalDeposits(a).
uelU
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Inductive Step: Assume the invariant holds after n — 1 operations. We prove it

remains valid after the nth operation, for each possible type of operation:

(1) External Deposit: Suppose an amount x of asset « is deposited into the
wallet:

externalDeposits(«) < externalDeposits(a) + .

No subaccount balances L[u][«] change. Thus, the left side of our inequality

(sum of subaccount balances) is unchanged, while the right side strictly

increases by x, so the invariant continues to hold.
(2) Inbox Claim: If subaccount u claims amount x of asset « from the Inbox

TI:

Llulla] «+ Llulle] +z, Pa,u) + Pa,u)+ .

Since x was already accounted for in externalDeposits(a) (but not yet allo-

cated to any subaccount), the total subaccount balances remain < externalDeposits(«).
(3) Internal Transfer: If subaccount u; transfers x of « to subaccount wus:

Lluilla] «+ Llui]la] —z, Llus]la] «+ Llus]la] + =,

and P(a,ug) increases by x. Because the sum of all subaccount balances
does not change, our invariant is preserved.
(4) Withdrawal: If subaccount v withdraws x of a:

Llulle] « Llu][o] - =,

which reduces the total subaccount balances. Since externalDeposits(«)
remains unchanged (assets have simply exited the wallet), the inequality still
holds.

Thus, by induction over all possible operations,

Zﬁ[u][a} < externalDeposits(«)
uelU

for every reachable state. No subaccount can create new assets out of nothing,
and all assets in the system are fully accounted for by provenanced deposits.

B Dstack Architecture and Execution Model

B.1 Component Overview

— Dstack-OS: Minimal Linux-based VM image with a verifiable boot chain.
Measures bootloader, kernel, root filesystem (RootFs) via MRTD and RTMR,
registers. Integrates dm-verity for data integrity and monotonic counters for
anti-rollback.

— Dstack-KMS: Blockchain-governed MPC network running in TEE nodes for
key derivation and rotation. Provides:

kc =H MACkroot (Cid)

Rotation is triggered via governance (t-of-n threshold).
— Dstack-Gateway /Ingress: TLS termination inside TEEs, its novel ZeroTrust-
TLS protocal binding X, to R(c), enabling verifiable HTTPS ingress.
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B.2 Governance Layer

Two contracts form the trust base:

DstackKms: Global registry of KMS nodes and application digests.

— DstackApp: Per-application contract specifying quorum rules, allowed image
hashes, and authorized enclaves.

B.3 Workflow Phases

1. Attestation: Enclave e produces quote Q.; verified against R.

2. Secret Provisioning: MPC nodes compute k., release to e if Q. is valid.

3. Container Launch: Dstack-OS mounts RootFs, decrypts state o, with k..

4. Ingress Binding: TLS certificate X, generated inside e; bound to R(c).

5. Audit Logging: Migration, key rotation, and governance events appended
to H.

B.4 Fault Tolerance

Vendor failure: p enables re-deployment across Intel/AMD TEEs.

KMS compromise: key rotation via MPC thresholds restores forward /backward
secrecy.

— Governance deadlock: At fallback in I" ensures quorum reduction and progress.

B.5 Liveness Proof Sketch

Combining MPC-based key recovery, quorum fallback, and portable containers
yields:

Vop € O,, Pr[Exec(c,op)=T]=1
under assumptions of f-resilient MPC nodes and at least one uncompromised
TEE KMS instance.

C Detailed Benchmark Results

This appendix provides comprehensive benchmark statistics for both AWS Nitro
Enclaves and Intel TDX environments. All operations are internal PASS state
changes that occur within the TEE with no blockchain network interaction.
Each operation was executed 100 times per trial, with 10 independent trials
per environment. The tables below show summary statistics including mean,
standard deviation, and range.

C.1 AWS Nitro Enclaves Results
C.2 Intel TDX Results
C.3 Performance Analysis

The statistical analysis reveals several key insights about PASS’s internal oper-
ation performance:
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Table 1. AWS Nitro Enclaves benchmark statistics (ops/sec) across 10 trials

Operation Mean Std Dev  Min Max
Wallet Creation 6,531 531 5,446 7,042
Account Balance Queries 530,943 675 530,216 531,915
Inbox-to-Subaccount Claims 14,856 476 14,326 15,504
Internal Subaccount Transfers 32,953 1,322 31,447 35,088
Withdrawal Request Creation 18,291 1,254 15,873 19,608
Transaction History Queries 3,757 45 3,650 3,802
End-to-End Workflow 35,663 6,234 21,739 40,650
Batch Deposit & Claim 481 13 467 497
Multi-threaded Operations (5 threads) 32,189 884 31,200 34,364

Table 2. Intel TDX benchmark statistics (ops/sec) across 10 trials

Operation Mean Std Dev  Min Max
Wallet Creation 14,970 4,652 8,696 24,390
Account Balance Queries 935,428 338,450 383,142 1,470,588
Inbox-to-Subaccount Claims 33,064 5,197 25,445 41,667
Internal Subaccount Transfers 71,292 17,623 47,170 101,010
Withdrawal Request Creation 39,702 7,434 29,155 51,813
Transaction History Queries 7,685 872 6,452 8,929
End-to-End Workflow 78,433 17,403 59,524 110,497
Batch Deposit & Claim 724 81 636 893

Multi-threaded Operations (5 threads) 55,124 16,744 28,329 81,301

— Performance Consistency: AWS Nitro Enclaves demonstrate superior con-
sistency with lower standard deviations across all operations. The coefficient of
variation ranges from 0.1% (Account Balance Queries) to 17.5% (End-to-End
Workflow).

— Peak Performance: Intel TDX achieves higher mean throughput but with
significantly greater variance. Standard deviations are 10-500x larger than
Nitro, indicating less predictable performance.

— Production Considerations: These internal operation benchmarks demon-
strate PASS’s ability to handle thousands of wallet operations per second
within the TEE, with the actual deployment bottleneck being blockchain
transaction submission rather than internal processing.

The statistical summary confirms that both platforms support practical PASS
deployment, with Nitro offering predictable performance and Intel TDX provid-
ing higher peak throughput at the cost of consistency.

D Design Extensions

D.1 Composability and InterPASS Transactions

While PASS provides privacy and provenance guarantees for a single wallet in-
stance, an important question is how multiple PASS wallets may interact. This
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is important in supply-chain use cases where each PASS represents a single com-
pany in the supply chain.

Trivially, PASS A can send an on-chain transaction from its Outbox to PASS
B’s EOA account, and this will land in the Inbox of PASS B, ready to claim.
However, this undermines the privacy guarantees that PASS offers at the EOA
level, and is undesirable in cases where inter-organizational asset transfers con-
tain sensitive information, such as order details.

We propose a non-trivial approach inspired by cross-Payment Channel Net-
work (PCN) protocols such as XTransfer [6]. We can treat each PASS instance
akin to a PCN hub node, with state £ and transaction history H. As with
XTransfer, we can assume a star topology of PASS nodes, with a central PASS
Hub in communciation with all PASS nodes. The PASS Hub will aggregate all
InterPASS transactions T := {(a;, x;, $;,7i) 1, where (a;, z;, s;,7;) represent
the asset, amount, sender, and receiver, each signed by the s; Outbox.

The Hub aggregates these signed payment intents, computes a netted settle-
ment plan S, and coordinates a secure multi-party update protocol to commit
the resulting balances, similar to Thora [5]. In the optimistic case, this process
completes entirely off-chain, and each participant’s balance is updated in the
PASS ledger without revealing the underlying transaction graph. If a dispute or
failure occurs, any participant may trigger an on-chain enforcement transaction
that finalizes S atomically via the direct transfer mechanism, thus guaranteeing
safety.

This approach leverages PASS ’s provenance and state design to make each
instance an atomic node in PCN-style systems like X-Transfer. Here, we outline
how PASS Hubs can enable confidential, auditable cross-organization transfers,
while full formal specification and protocol implementation is deferred for future
work.

D.2 Instantiation on zkVM

The design of PASS presented thus far relies on trusted execution environments
(TEEs) such as AWS Nitro or Intel TDX to enforce provenance-based control.
TEEs provide strong isolation and efficient execution, allowing internal transfers
to remain private while ensuring that every outbox action has a verifiable lin-
eage. However, the trust model is anchored in hardware attestation: users and
regulators must accept that the enclave executes the correct code as claimed.
While sufficient for many organizational custody scenarios, this assumption lim-
its transparency and long-term auditability. To address this limitation, we ex-
plore an alternative instantiation of PASS in a zero-knowledge virtual machine
(zkVM), replacing hardware trust with cryptographic proofs of correctness.

Zero-knowledge virtual machines (zkVMs) provide a proving environment in
which arbitrary state machines can run with strong correctness guarantees [3].
By producing a succinct proof 7 of execution, zkVMs offer integrity assurances
similar to TEEs but without reliance on vendor-specific hardware. This shift
makes zkVMs particularly suitable for contexts such as institutional custody,
multi-party supply chains, or inter-organizational accounting where external ver-
ifiability and regulator-grade auditability are paramount.
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In a zkVM instantiation of PASS, the execution pipeline mirrors the enclave-
based design but replaces attestation with cryptographic proofs. The process
proceeds in four stages:

1. Batch formation. Transaction requests (claims, transfers, withdrawals) are
first queued off-chain into a batch.

2. zkVM execution. The zkVM program takes as private inputs: (i) the prior
batch’s commitments of the ledger £ and provenance log H, (ii) the queued
transitions, including inbox Z deposits and outbox O withdrawals, and (iii)
the proposed new commitments (£',H'). Inside the zkVM, the transition
function is replayed deterministically: starting from the previous roots, ap-
plying all operations in sequence, updating balances and provenance entries,
and checking consistency constraints.

3. Proof generation. The zkVM outputs a succinct proof 7 certifying that the
claimed new roots (L£',H’) are correct with respect to the given transition
set.

4. On-chain verification. A minimalist verifier contract validates 7, updates
the recorded commitments, and enforces any pending outbox operations. This
ensures that every external action has a verifiable provenance path while
internal transfers remain private.

Compared to TEEs, zkVMs strengthen the verifiability model by eliminat-
ing hardware trust assumptions, but incur higher computational and financial
costs due to proof generation and on-chain verification. Batching amortizes these
costs, raising open research questions about optimal batch sizes, data availabil-
ity strategies, and proof system selection. zkVM backends such as RiscO, SP1,
or Plonky3 offer different tradeoffs in proof size, verification cost, and latency.
Hybrid deployments are also possible: TEEs can serve as fast-path executors for
intra-day operations, with zkVM proofs generated periodically to provide cryp-
tographic audit trails. This hybrid pattern resembles optimistic rollups, where
fast execution is combined with verifiable settlement.

Finally, this instantiation aligns closely with the Chainless stack architec-
ture [31], which emphasizes the separation of execution, trust, bridging, and set-
tlement. In this view, zkVM proofs naturally inhabit the execution and trust
layers, Inbox/Outbox commitments integrate with bridging, and the verifier
contract finalizes settlement. This layered design opens the door to modular,
interoperable deployments of PASS across heterogeneous chains and domains.
Full formal specification, performance benchmarking, and exploration of hybrid
zkVM-TEE implementations remain important avenues for future work.
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Fig. 6. PASS instantiation inside a zkVM: Inbox Z and Outbox O transitions are
applied to the Ledger £ and Provenance H, producing new state commitments. The
zkVM outputs a proof m, which the on-chain verifier checks before updating roots and

enforcing outbox operations.
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